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Collaborative Consumption Mass Customization

Globallzatlon Gig Economy Generatlon Now
Industry __ The world of busmess =
4.0 IS changlng. One

Internet of Thlngs Segment of One Share Economy

On Demand Models | Electronic Business Networks

Dynamic Pricing

Page 3 EY



Exploding Accelerating Increasing
Data Speed of Compliance
Volumes Business Requirements

| | |

The world Is changing
And it won't stop for your business
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Exploding Accelerating
Data Speed of

Volumes HINBESS

This complexity will eventually beat all

Increasing
Compliance
Requirements

conventional compliance efforts!

Thus, a new approach to compliance is needed.
One that protects the values & value of an organization

Increase the  Promote Affect the

value added innovation & reputation in

& profitability  profitability  the financial
community

Attract
high
potentials

Generate
greater
employee
satisfaction
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The two Pillars of Compliance

Integrity

Integrated and
Effective Processes

Corporate Culture &
Leadership

Compensation
Systems

Transparency &
Intelligence

Intelligent Algorithms

On Big Data

Structured and
Unstructured

Seamlessly Integrated

Exception-based
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A new partnership
between compliance
and business.

What does this mean?

Compliance must not be an afterthought
[

Move the controls to where the data is
Make the controls (:nuch) more intelligent
Compliance need; to invest more in IT
Make use of new In:I\/Iemory Technologies
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New Regulatory Landscape

Regulatory landscape creates further impetus for new
approaches in data analytics
Anti-corruption compliance now requires big data

analytics

Many companies are now incorporating new data
analytics techniques to elevate their anti-bribery and

corruption compliance programs.
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Questions from Compliance and
Internal Audit

Is the company currently conducting business in emerging
markets or high-growth economies, particularly China, India,
Africa, South America and Eastern European countries? If so,
what tactics are being used to oversee anti-corruption
compliance in these markets?

Beyond compliance policies, training and education, what is the
Internal audit or compliance department doing to test the
effectiveness of the controls in place? Does the board receive
periodic updates from internal audit or the compliance
department on the results of these tests?

Has management communicated to the board if the monitoring
activities conducted are relying on simple rules-based tests
derived from traditional internal audit procedures, or do they
Incorporate multiple data sources, data visualization, text
mining and targeted anti-corruption / FCPA-specific tests?
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Top Fraud Risk Concerns

Asset misappropriation 24%

Capital projects ——— 2.3%

Financial statement fraud 26% 17%

Mergers and acquisitions 15% -

Moneylaundering  20% R

of major concern [ of some concern
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Top Fraud Risks Using FDA

% of companies using FDA to investigate area
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Why Data Analytics?

N

12%

Believe big data
can play a key role
in fraud prevention
and detection

7%

Are aware of
any specific big

_ ..... -..data technologies
v Are actually

*Source: Global Forensic Data Analytics Survey using them
(www.ey.com/fdasurvey)
et
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Main Benefits of Data Analytics

o rmassnereross [ 86% ook

Able to detect potential

that we couldn't detect before
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Biggest Data Analytics Challenges

16% 15%

program s effective in preventing
and detecting fraud and corruption

We need to do more to improve our .
current anti-fraud and anti-bribery procedures, 63% 13% 24%
including the use of forensic data analytics
We need to improve management’s awareness
l of the benefits of forensic data analytics 52 % 13% 25%
and proactive transaction monitoring

I %Agree [} % Neither/nor [} % Disagree

I Our current anti-fraud and anti-bribery
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What Is Big Data?

The four V's

"4

et
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» Click stream
~ Active/passive sensor
~ Log

~ Event

» Printed corpus
~ Speech

~ Social media
~ Traditional

Unstructured
Semi-structured
Structured

- Speed of
generation

~ Rate of analysis

Untrusted
Uncleansed




Risks and Considerations

Traditional risks

There is continued regulatory pressure on companies to meet a
variety of policies and laws (e.g., Basel Il, MiFID, SOX).
Compliance governance is an expensive and complex problem
to deal with, but failing to meet regulations can mean safety
risks, hefty penalties, loss of reputation or even bankruptcy.

In a global and continuously and rapidly changing legal and IT
landscape it is not always clear exactly what legal and
regulatory compliance entails (Who is responsible? Who is
liable?), or how best to translate abstract rules from laws into
organizational and technical measures within a company.

Companies need to balance contradictive rules and regulations
e.g., obligations based upon the US Patriot Act and the EU
Data Protection Directive (and its many local implementations).
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Risks and Considerations

New risks

Managers will need to learn to embrace the evidence-based
decision-making process. Organizations have to redefine their
understanding of “judgements” of the outcome of big data
analytics.

Data can be of great value, but companies have to consider
ownership and privacy issues before using big data results. In the
case of medical data, it is sometimes not clear who is the owner
of the data, but using the data without the right legal foundation
or consent of the patient may cause big problems.

Big data may bring about intellectual property issues, e.g.
copyright and database rights infringements. It will be a challenge
to make sure that employees are not sharing inappropriate
iInformation, or too much data outside of the organization.
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Example: Management

In response to the recent Dodd-Frank regulations, requiring financial
organizations to report all pre-trade communications data across the
organization related to a trade under query within short notice, EY has
developed a solution that allows organizations to harvest, index and
link unstructured information related to internal communications data
to related trades.

The solution is able to process large variety of unstructured pre-trade
communications data sources (emails, IMs, phone calls, etc.) and
applies a number of matching rules and fuzzy logic to match this data
to transactions the communications relate. Instant access to the full
history of communication events related to a specific transaction.

While addressing the regulatory requirement, the solution also
provides essential capabilities for rogue trader analytics as it
supplements traditional analytics models that leverage trade
economics data with unstructured pre-trade communications data
feed that broadens the context and precision of analysis.
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Common FDA Investigations and
Compliance Monitoring

Payment stream, accounts payable analysis
Altered invoices, duplicate or fake invoices, inflated
prices, suspicious payments, requestor/approver conflicts
Vendor master/employee master analysis and
comparisons

Fictitious vendors, risk ranking, background due diligence,
conflicts of interest

Employee expenses, travel and entertainment

Over limits, unusual or inappropriate expenses,
miscellaneous/sundry expenses, split or duplicate
expenses
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Common FDA Investigations and
Compliance Monitoring — cont.

Payroll
Ghost employees, falsified wages, commission schemes

Financial misstatement

Fictitious revenues, bhill-and-hold schemes, concealed
liabilities, improper disclosures, overstated assets

Bribery and corruption

Bid rigging, conflicts of interest, contract compliance,
kickbacks, illegal gratuities

Capital projects
Contract non-compliance, project abuses and overcharges
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Challenges

“Hiring and retaining the best people

possible to use data analytics is our “Our top priorities are
biggest challenge. We need people working with large data
who understand it and are able to draw volumes and improving the
the proper conclusions from the efficiency of our testing. By
analysis.” using larger data sets we
Chief Compliance Officer, US hope to do smarter internal

audits, including more
“Our biggest challenge is getting a effective fraud detection.”
consistent global view from differing Head of Internal Audit,
local data sources. We don’t have one Australia

global source from our enterprise data
system, which can frustrate our
analytical efforts.”

Chief Compliance Officer, UK
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Using Data Analytics to Enhance

Compliance

Policy violation

Relevant analytics

Personal use on company time or equipment

Timestamp and geolocation analysis on social

Antitrust violations

Social graph extraction to identify and quantify contact
with competitors

Violation of trademark, copyright, or fair use

Repeated text block detection

Inappropriate political commentary

Topic modeling to isolate relevant topics

Promotion of competing products or services

Topic modeling to isolate relevant topics

Discussion of sensitive topics, such as future business
performance, strategy, legal or regulatory matters

Topic modeling to isolate relevant topics

Failure to disclose professional affiliation when posting
on subjects relevant to company

Topic modeling to isolate relevant topics

Failure to provide disclaimer stating that your views do
not necessarily reflect the company’s views

Disclaimer detection

Insider trading violations

Insider trading classifiers

Inappropriate, unprofessional or derogatory language

Derogatory and cursing language classifiers

Harassment

Harassment classifiers (cover sexual orientation,
gender, race, national origin, age, general
harassment)

Violation of information protection policies/disclosure
of Personally Identifable Information (PII)

Entity extraction to automatically identify PlI
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Optimal Compliance Analytics Platform

Internal Sources Data Governance and Collaboration Beneficiaries

My
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+
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Bus capabilities for each beneficiary Social network ll.l.l
intelligence analysis

Internal Changing risks requires flexible tools Shared Services

T ) reports & . Knowing “who is who” is key to Y T

communications identifying pattemns & opportunities ~

Reduced false positives, better ROI

& Finance

External Sources Decision Cross enterprise view of exposures GeoSpatial

S manaq:-}meni Expedient investigations analytics

0%e Social }{E* Data transparency, no “black box” _J"” .o
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Sanctions & Content Case I Forensic
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Big Data, scalable platform, delivered on desktop or mobile device




Using Data Analytics to Enhance

Compliance

FDA is in demand when anomalies or unusual patterns
need to be surfaced from large volumes of data

Shadow
Regulatory/legal audits
investigations ;
Compliance
monitoring
Reactive
Internal

. investigations
Disputes <

Board of
Directors

Law
Firms/GCO

Government Compliance

Internal

Audit

Anti-bribery and
corruption analytics

Third-party
risks

Proactive

Sector-specific
anti-fraud tests

C-Suite
Management

Provider
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Data Analytics Dashboard

Accounts payable visualization of free-text descriptions —
Identify potentially corrupt payments
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Appendix A

Appendix B

Sources of Data
Forpurposes of performing our analytics. we would like to obtain data exports, with headerinformation included,
from the following data sources:

Financial Data
+  VendorMaster (active and inactive)
Agent'Subcontractor Master (active and inactive. if differentfrom Vendor Master)
Employee Master (active and inactive)
Chartof accounts, along with company codes and/or business unitnumbers
Purchase Order Sub Ledger
Accounts Payable Sub Ledger
Trial Balances forrelevantperiod and ledgers
Travel and Expense line header and line item details (we understand this may be part of the Accounts
Payable Sub Ledger)
Cash Disbursements Journal

Foreachfile, please include a data dictionary, describing the nature of eachfield, if available.

Formatof Data
If possible, please provide all data requested in a pipe delimited (|') or fixed-width flatfile format and
include headerinformation for each of the tables setforth below.

Camasge retum ine feeds shouwd follow esch row othergelimited charsciers 1hS100 Notoccurin the gars may 5/30 beused
If available, please provide a data dictionary thatdescribes the field name details foreachtable
Please applythe following date restrictions: September 1, 2014 — August 31, 2015 inclusive

Financial Reports
Please provide existing financial or operational reports for relevanttime periods which may be usedin
comparing with the data to assess the completeness and accuracy of the data. This step will prevent
any reworkif the data exportneeds to be amended.

Electronic Delivery
Encrypted hard drive, media or email

Secure File Transfer (SFTP) facility. eithermanaged and hosted by ClientName or Ernst & Young.

Supporting Information Requested (eachfile)

1. Fileformatorlayoutforeachfile provided. This documentwould outline the type of file. It should also
listthe datafields andthe sequence of the data ficlds inthe datafile and provide a descriptionforeach
of the data fields.

File size (bytes) foreach file provided.

File record totals and numericfield control totals for each file provided.

Return address and contact name and phone numberfor returning data and the media storage units.
Appropriate date range or cut-off date for each file provided.

Numericfield controltotals for eachfile provided.

Description and/or explanation of the various codes, flags, and other business rules associated with
eachfile provided if notincluded in thefile layout documentation.

NonsWN

Note: Based on the financial accounting systems (e.g., Oracle, SAP. etc.), we can provide specific table names; however,
the preferred medium is a native exportto a delimitedfile as described above.

may include, but is not limited to

Typical Data Elements

Payment andior ~ Vendor Master Employee Purchase T&E Expense Shipping
AP File* File Master File Orders File™ Details
Check Amount Vandar City Employes Addrazs | PO Amaount Employes Name Ordear Number
Chnzcklsts Vendor Crestion Dtz | Employes City F.0. Data Employee Numbar SavenusDsts
Check Number Vendor Name Employes Name P.C. Numbear Depsnment or Post Date
Psyment Descripton | Vandor Numbsr Employes Number | P.O. Dascription | Growp 1D Ling ltem
(free text description) | Vandor PostalZip Employas P.O. Rafarence Expense DCescription (free
Invoice Net Amount Code PostslZip Code P.C. Type Purpose/Descripion te?cr:tescramn.-
Invoice Crestor 1D Vandor Employss F.O. Quantity Sent for Payment Client Numbar
Invoics Dats Province/Stete Province/Stete VenderName Cst= Debtor/ Craditor
Invoice Due Date Vandor Strest Employas Staws VendorNomber Expansa Type City/Location
invoice Number A:Idﬂl'_n (Active/Insctive) Volume Tranuct-o\r_!lﬂlh State/Provinea/Rag
sar ! s - Ny
Invoice P.0. Number lanrl;mfpml(n:r Fee E:&';r:t_on Dats Valume Unit :::::GN:..: ;I;_mm'.
Vendor Nsme Leestisn Divizion Departmeant or Functionsl Araa/ C.Try J.:acatl:m_ ShipmantQuantity
Vandor Numbar Vandor Country Group ID Division

Batch Number
Check Clesrad Cate
Check Crastor D
CneckPayss
Pay=e Locston
(City’Country)
Check Status-
PdVoid
Check/Invoce X Ref
Curency Typs
Expanse Category
Fraight Amaunt
Fraight Terms
Invaice Discount
Invgice GrossAmt.
Invoice P.O. Dets
Inveoics Status
Invoice Typa (DrCr)
LocationDivision
Manual Cheok Flag
Ssles Tex Amount
Voucher Amount
Voucher Date
Vouchar Number

Vendor Crestion
Time

\gando' Crestion User
|

Vendor Description
Vendor Discount
Tarms

Vandor Fraight Tams
Vandor Mailing
Addrass

Vandor Phona
Number

andor Ship From
Addrass

Vendor Status
(Active Inactiva)
Vendor Terminaton
Date

Vendor Type
Vendor Updste Data
Vendor Updste User
I

Vendor BankRouting
Info

Employes Hirz Dat=
Employes Phone
Number

Employes SIN'SSN
(optional}

Locstion
NemeiCode
Employes Tite
Employes

compen sstion or
psy structure
(optional}
Employes Dieg
Deposit Info
(optional)

Buyar Numbar
CamerCode
Fraight Terms
Location
Namea/Codsa
Status of
Purchasing
Document Itam

Stats/Provinoe/Regi
on

Country

Peyment Type
Entry Kay
Expansas Amount
Reimbursamant
Currancy
MNumberaf
Attzndess
Attandes Name
Attendes Compsny
Attendes Typs
(employse or
business)

Deleted [Y/N)
Approved Amount
Reimbursemant
Curmancy

ShipmentWaeight
CostElement
Code/Desoription
Service Type
Code/Desoiption
Documant Typa
Code/Dasoription
Documant Numbar
ShipmeantAmount n
Local Curmancy
ShipmentAmount in
Foreign Currancy

* Level of Datait One racord par invoice.

** Level of Detail: One record per P.O.
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Better Tools Result in Better Data
Analytics Results

Technology counts:

Respondents who are using FDA technologies
beyond spreadsheets and databases have
generally observed:

Improved results and recoveries: 11% more

Earlier detection of misconduct: 15% more

More cost-effective results: 14% more

Higher visibility to the board: 12% more
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THANK YOU

We want your feedback! Use the conference app or
visit the Registration desk.

Be sure to join the Twitter conversation: @CWEurope
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