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Today’'s compliance environment

Maintaining a strong corporate compliance program designed to
help prevent corporate officers and employees from engaging in
illegal practices such as bribery, collusion, money laundering and
fraud sounds simple enough. In reality, it's much more challenging.
Today’s multinational companies have thousands of employees,
multiple business partners and extensive operations throughout the
world, including in emerging markets where the rules of public and
commercial engagement often differ greatly from what they're used
to at home.

In China, for example, foreign multinationals do most of their business
with state-owned or state-operated companies, which can get them
into trouble under the US Foreign Corrupt Practices Act’s prohibition
against making illegal payments to foreign officials. In Russia, a foreign
company may find it challenging to get its products into the country
without bribing customs officials. In Brazil, foreign companies may
have difficulty winning public bids without paying someone to shape the
request for proposal in their favor.

Despite the impact of globalization on the business landscape, enforcement
officials aren’t giving companies any breaks for improper behavior.

In fact, FCPA investigations have shot up dramatically in recent years,
fines have skyrocketed and multi-country government investigations
have become increasingly common. These days, a Brazilian subsidiary
of a US company that comes under investigation by Brazilian authorities
will likely also receive a subpoena from the US government.

With the stakes so high, what is a compliance-minded company to do?
Where should it look to evaluate the strength of its compliance program?

The answer to that question has become increasingly complicated. The
gold standard for what types of rules, protocols, communications and
oversight a company must have to meet the government’s compliance
program requirements used to be the US Sentencing Guidelines” “Seven
Elements of an Effective Compliance Program,” originally published

in 1991. Since then, however, those guidelines have been revised
numerous times and other standards have been added to the equation.



In 2004, for example, the US government enacted additional
amendments to the federal sentencing guidelines for organizations.
The amendments placed an even greater emphasis on promoting a
culture of ethical corporate behavior by highlighting the responsibility
of boards of directors to oversee corporate compliance programs and
the importance of exercising due diligence to deter, prevent and detect
criminal conduct. In 2010, the Organization for Economic Co-operation
and Development released its “13 Good Practices on Internal Controls,
Ethics and Compliance.” A year later, the UK Ministry of Justice published
six principles for “adequate procedures” following the enactment of the
UK Bribery Act. Transparency International, a leading anticorruption
organization, has also established “Nine Business Principles for
Countering Bribery.”

Beyond those standards, US Justice Department prosecutors routinely
insert compliance program requirements into settlement agreements
they reach with companies under investigation for corruption —
further adding to the long checklist of what the government expects
companies to do to detect and prevent misconduct.

The good news is that although these guidelines vary in length, tone
and language, they have a lot in common. They all touch upon a set
of key issues that can be boiled down to five essential elements:
leadership, risk assessment, standards and controls, training and
communication, and oversight.

If a company’s corporate compliance program effectively covers
these five essential elements, it will likely fulfill the wide variety of
law enforcement expectations around the world and help prevent
costly prosecutions. In the event of a government investigation,

a company with a robust compliance program that encompasses
these five elements is much more likely to be granted compliance
credit, a reduction in penalties and other forms of leniency that could
ultimately minimize damages.

The key factors that US prosecutors consider when deciding whether
to file an enforcement action include a company’s level of cooperation
and its preexisting compliance program. To help companies meet

the government’s demands for maintaining successful compliance
programs, we've distilled the various standards to five essential
elements based on our extensive experience working on these cases
in jurisdictions around the world. For each element, we've included
specific actions that companies can take to ensure they are fulfilling
the requirements of each element.

Global compliance requirements
boiled down to five essential elements.
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What the guidelines

say about leadership:

USSG: Leaders understand
and oversee the compliance
program to verify its
effectiveness; specific
individuals have the authority
and responsibility to carry out
the program. The company
denies leadership positions to
people who have engaged in
misconduct.

OECD: Support from senior
management is strong,
explicit and visible. Program
is overseen by senior
corporate officers with
sufficient resources, authority
and access to the board.

UK’s 6 Principles: Top-level
commitment.
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Leadership %

A successful compliance program must be built on a solid foundation
of ethics that are fully endorsed by senior management. Otherwise
it's just a hollow set of internal rules and regulations. But compliance
standards require even more than support from the top. Companies
must have high-ranking compliance officers with the authority

and resources to manage the program on a day-to-day basis. And
compliance officers must have the ear of those ultimately responsible
for corporate conduct, including the board of directors.

In fact, the US Sentencing Commission reinforced the importance
of giving compliance officers direct access to the board of directors
when it published amendments to the US Sentencing Guidelines in
2010. To receive a “culpability score reduction” during sentencing, a
company must now show that its compliance officers can promptly
report any matter involving criminal conduct directly to the board
or appropriate board committee. Compliance officers should also
report to the board on the implementation and effectiveness of the
company’s compliance program at least once a year.

As a best practice, however, we advise clients to take this component
of their programs a step further. We recommend that a company’s
chief compliance officer or legal department compliance manager
provide quarterly presentations to the board about ongoing internal
investigations, general developments in anticorruption laws and
enforcement, compliance challenges the company is facing and what
is being done to address those challenges. That way, it is clear that
the line of communication between the compliance team and the
board is open.



Recommendations

Make sure central compliance
is communicating with those
in the field. One of the biggest
impediments to effective
compliance leadership is poor
communication between a
company’s central compliance
department and country
managers working in the
field. This can be a major
oversight considering that
country managers are often
the employees in the trenches
overseeing sales people and
third-party agents who are
selling and distributing the
company’s products and
services. Neglecting to provide
appropriate compliance training
for country managers or keep
them in the corporate loop
increases the chances that
efforts to establish a strong
local compliance culture will
fail. Local managers are often
best situated to set the tone for
compliance and to detect and
address illegal or unethical
practices before they become
compliance issues that put the
company at risk.

Place compliance officers in
high-risk markets. Another
common oversight is failing to

have well-trained compliance
personnel in a company’s
foreign offices. Maintaining a
leadership structure that is too
centralized will stifle efforts

to foster a healthy compliance
culture across all geographies
and to minimize global risk.
Ethical edicts issued from
faraway headquarters are

often ineffective without buy-in
from local managers who have
the training and experience

to reinforce such rules. The
determination of which overseas
offices should have the strongest
compliance presence should be
made on a risk basis. Companies
can begin by building an active
presence of trained compliance
managers in markets with the
greatest compliance risk, then
expand this presence to other
jurisdictions.

Create a global compliance
committee. Another way to avoid
communication breakdown is to
establish a global compliance
committee comprised of trained
leaders from your central
compliance department, internal
audit, country managers and
local compliance officers
working in your foreign offices.

Here are some other
recommendations to

help your company fulfill
the leadership element of
effective compliance:

The committee should consider
holding monthly or bimonthly
conference calls to discuss
compliance issues and keep
members aware of potential
problems, as well as what is
being done to address them.

A commitment to this level of
global communication increases
your chances of establishing a
healthy compliance culture that
permeates the entire company.

Conduct periodic board training
and provide reports on hot
topics in compliance and risk
management. Corporate board
members face the possibility of
personal liability for failing to meet
their fiduciary responsibilities in
overseeing the business’ policies
and practices. With greater
awareness of compliance
issues from sources such as
whistleblowers and bloggers
comes a greater duty to act.

By providing regular, timely
compliance training for board
members and keeping them
updated on compliance and risk
management trends, general
counsel can help directors fulfill
their compliance obligations and
steer the company away from
potential misconduct.
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What the guidelines
say about risk
assessment:

USSG: Companies must
conduct periodic assessments
of risk of criminal conduct
and take appropriate steps to
design, implement or modify
each element to reduce risk.

OECD: Risk assessment
should be the basis for
effective internal controls
and compliance programs.

UK's 6 Principles: Broad
categories of risk must be
carefully examined, including
country, sectoral, transaction,
business opportunity and
partnerships. Program
priorities, resources and
controls should be determined
based on the results of the
risk assessment.
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Risk £ 2\

assessment

Although the original 1991 version of the US Sentencing Guidelines
did not specifically identify the completion of a formal risk assessment
as one of the seven elements of effective corporate compliance,
Sarbanes-Oxley directed the Commission to add it to the list.

As a result, government officials now routinely emphasize risk
assessments as the foundation of an effective program. What
changed? The answer may be globalization.

As multinationals have expanded their enterprises and grown more
dependent on global supply chains, knowing and understanding the
nature and extent of business risks has become a critical first step
for implementing successful compliance programs. Enforcement
authorities increasingly expect multinationals to have formal
processes for periodically assessing the compliance risks
everywhere they do business, particularly in higher-risk regions,
including emerging markets like China, Russia, India and Brazil.

During the risk assessment process, companies must evaluate
numerous compliance issues, including the degree to which the
company’s employees conduct business with government officials,
the company’s use of third-party agents and intermediaries, the
regulatory environment of the regions where the company operates,
and the effects of any recent business developments such as new
joint ventures, corporate affiliations, or expansion into markets that
could create additional risk.



Recommendations

Conduct annual risk assessments.
The purpose of a risk assessment
is to gauge where your company’s
greatest compliance risks are so
you can target your resources in
those areas and establish policies
and protocols to minimize those
risks. Yet it's surprising how
many companies do not perform
this task. Companies will often
wait until something goes wrong
before self-assessing. To avoid
the inherent risks in the “wait and
see” approach, we recommend
that you conduct a formal

risk assessment every year.
Because enforcement trends

and anticorruption laws evolve
rapidly and multinationals tend to
go through numerous significant
changes within a given fiscal
year, we have found this to be an
optimal timeframe.

Build this annual risk assessment
into your compliance program.
Not only should you conduct
annual risk assessments, but you
should try to perform them at
the same time each year. To pass
muster with the government,

you need to demonstrate that
your risk assessment is a
regular, systemic part of your
compliance efforts rather

than an occasional, ad hoc
exercise cobbled together when
convenient. We also recommend
designating a specific group,
such as your internal audit
department or enterprise risk
management team, to conduct

the annual review. This will help
demonstrate to the government
that your risk assessment is a
formal corporate process.

Scrutinize new business partners
and third-party agents. One of
the areas that can get companies
into compliance trouble is

their lack of internal controls
over business partners and
third-party intermediaries such
as consultants, distributors,
contractors and sales agents.
In fact, the majority of FCPA
enforcement actions involve
some use of third parties.
Compliance standards require
companies to conduct due
diligence on new business
partners and third-party
intermediaries. But in the rush
to close deals and enter new
markets, that doesn’t always
happen as thoroughly as it
should. Conducting a formal
risk assessment each year
provides an opportunity to take
a closer look at newer business
relationships to make sure
partners and third parties do
not have improper connections
to government officials or
involvement in unethical or
illegal conduct. Any risk that you
uncover should be addressed
and remediated.

Update your policies and
procedures based on enforcement
trends. Throughout the course of
a year, government officials file

Here are some recommendations
to help your company fulfill

the risk assessment element

of effective compliance:

numerous enforcement actions
against companies for all kinds
of corporate misconduct. Paying
attention to the specific
compliance areas that the
government is targeting in these
enforcement actions will tell you
a lot about what your program
needs to focus on to stay out of
the government’s cross hairs. If,
for example, you notice that the
government has been clamping
down on gift giving and hospitality
in Asia and you conduct
considerable business in that
region, that should become

a focus area for your risk
assessment. Then, depending on
whether your hospitality policies
and procedures in Asia are in line
with what the government now
expects, you should make
necessary changes.

Memorialize your findings

in an annual report. When
conducted every year, routine
risk assessments should

only take three to four weeks,
depending on the size of your
company and your compliance
resources. Once the assessment
is complete, the compliance or
audit team should compile its
findings and recommendations
in a comprehensive report to be
presented to the chief compliance
officer and board of directors
for review and consideration

of appropriate program
enhancements.
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Standards
and controls

It would be challenging to find a global company today that doesn’t
have a code of business conduct — an easy-to-read summary of
corporate do’s and don’ts. But compliance standards require that
companies go much further. Besides a flagship code of conduct,
corporations should have detailed written policies covering issues
such as bribery, corruption and accounting practices, as well as
clear procedures and protocols for making sure those policies are
followed and enforced.

For example, a company’s code of conduct may state that bribery
is prohibited. However, best practices now require companies to
have additional standards and controls, including, for example,
detailed due diligence protocols for screening third-party business
partners for criminal backgrounds, financial stability and improper
associations with government agencies.

Ultimately, the purpose of establishing effective standards and
controls is to demonstrate that your compliance program is more
than just words on paper.



Recommendations

Establish stringent protocols

for screening business partners
and third parties. In most risk
assessments we perform

for clients, we find gaps in

the company’s third-party

due diligence program. Many
companies have not yet created
an effective platform for
screening business partners
and third-party intermediaries
for previous misconduct and
improper ties to the government.
Some companies still give

their business partners only a
cursory look — a considerable
oversight considering how often
government investigations involve
allegations of impropriety by a
company’s third-party agents.
To conduct proper due diligence,
companies must require third
parties and other business
partners to complete background
questionnaires detailing, among
other things, their financial
stability, foreign government ties
and any history of investigations.
Third parties should also
declare their commitment to
robust corporate compliance

in a signed certification form.

To increase accountability,

we also recommend using
business sponsor forms in
which employees who refer or
hire third-party agents provide
background information about the
agents, such as the experience
and attributes that qualify the
agents for the role they will play
as new company partners.

Conduct background checks on
important business partners in
high-risk markets. Performing
background checks on third
parties can be an expensive
undertaking. But it may be

advisable when screening major
business partners and third
parties in higher-risk markets to
make sure they've represented
themselves accurately in their
paperwork. Accordingly, consider
hiring trained, local investigators
to get an even clearer picture of
whether your potential partner
could become a compliance
liability.

Include strict compliance
covenants in your third-party
contracts. Today's best practice
compliance standards also
strongly encourage companies

to require third parties and

other business partners to sign
contracts with provisions that give
the company the right to monitor
their conduct. At a minimum,
these compliance covenants
should cover three core concerns:
adherence to the FCPA and other
international anticorruption
laws, audit rights, and contract
termination rights. More
specifically, these provisions
should require the business
partner to agree not to violate the
FCPA and other anticorruption
laws, to give the company the
right to review the partner’s
books and records, and to enable
the company to terminate the
contract if it later determines
the partneris engaged in
misconduct, unethical behavior
or illegal activity.

Establish internal controls to
ensure accounting records are
accurate. The FCPA requires
companies to book transactions
correctly by securing receipts
and accurately recording the date
and amount of the payment. To
be compliant, companies should

Here are some recommendations
to help your company fulfill the
standards and controls element
of effective compliance:

reconcile bank accounts with
outgoing and incoming payments
every month and inquire into
any suspicious payments

and missing funds that could
indicate misappropriation or
off-the-books transactions.
Companies should pay particular
attention to transactions with
consultants and business
development agents, customs
payments, charitable giving
arrangements, and gifts and
hospitality involving government
officials.

Provide clear guidelines for gift
giving and hospitality. Giving
clients and business associates
gifts, treating them to dinner
or taking them to sporting
events are common business
development practices. But
anything too extravagant could
quickly cross the line into
bribery. Differences in culture
and economic prosperity can
make it difficult for companies
to establish one-size-fits-all
gift-giving and hospitality
guidelines for the countries
where they conduct business.
While paying $150 a head for

a business dinner in France
may not constitute bribery, for
example, in poorer countries like
Nigeria or Cambodia it could.
That's why it's so important

to tailor hospitality policies to
individual countries. Companies
can do this in any number of
ways, including creating a
thresholds table of allowable
hospitality amounts that is based
on local laws and regulations
in each country where they
operate, plus advice from
experienced local counsel.
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What the guidelines
say about training:

USSG: Companies must
communicate the standards
and procedures of its
compliance program and
conduct effective training.

OECD: Training should be
periodic, consistent, and
documented.

UK'’s 6 Principles: Effective
implementation of
compliance program policies
and procedures through
adequate training.
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Training

One of the most important elements of a strong compliance
program is properly training company officers, employees and

third parties on relevant laws, regulations, corporate policies, and
prohibited conduct. In recent years, the rise of technology platforms
such as webinars, video conferencing and online self-testing has
made training easier and more affordable.

But simply conducting some compliance training for employees

isn't enough. Enforcement officials want to be sure management’s
message got through. Thus, when determining whether a company’s
training program meets its expectations for effectiveness, the
government often scrutinizes who a company trains, how the
training was conducted and how often training occurs.



Recommendations

Provide live compliance
training for country managers.
If resources permit, officers and
managers in your foreign offices
should receive live, in-person
compliance training every year,
particularly those working in
your highest risk markets. In the
compliance world, anticorruption
laws, enforcement trends and
government priorities change
quickly. Thus, waiting more
than a year to conduct periodic
compliance training can impede
awareness. If lack of resources
is an issue, conducting live
videoconferences or webinars
with question-and-answer
sessions is a good alternative.

Train the right people. When
providing compliance training,
it's important to prioritize

which audience to educate first,
particularly when you have
limited resources. Besides
country managers, it's important
to focus your initial training
efforts on high-risk markets

and directors, officers and

sales employees who have

direct contact with government
officials or deal with state-owned
entities. Then expand the training
around the globe and across your
employee spectrum.

Conduct live, annual training in
high-risk markets. Enforcement
officials have made it clear that
live, in-person training is the
preferred method in high-risk
markets and that this training
should be relatively frequent.
Therefore, merely conducting a
simple five-question online FCPA
test in a higher-risk country such
as Russia, or performing training
in China once every five years
will probably not be sufficient
from a regulator’s perspective.
Also, one of the many benefits

of conducting live, in-person
training is that you often receive
immediate feedback when talking
to employees in person that you
would not typically get from an
online course or webinar. During
live training, employees are
more likely to casually mention a
potentially risky practice, giving
you the opportunity to address an
impropriety before it becomes a
larger problem.

Develop your training to address
a broad range of global issues.
Some companies make the
mistake of having a generic
script for all compliance training
that misses the practical
challenges employees routinely
face. Training programs typically

Here are some recommendations
to help your company fulfill the
training element of effective
compliance:

cover the FCPA, UK Bribery Act,
OECD guidelines and enforcement
trends in other countries.
Additionally, you need to focus on
the specific compliance risks in
the country where the employees
are working. In China, for
example, training should address
the many corruption risks of
dealing with state-owned entities.
In Brazil, training should include
guidance on how to handle
government officials who expect
facilitation fees to move business
processes along more quickly.

Update your training regularly.
Enforcement trends and
anticorruption laws change
quickly, and government officials
are increasingly collaborating
across borders to conduct large-
scale investigations. That's why
it is important to monitor what'’s
happening around the world and
incorporate those developments
into your training. Compliance

is a global issue that requires
corporate vigilance and constant
attention. By providing timely,
effective employee training,
companies can demonstrate their
commitment to cultivating and
supporting a strong compliance
culture.
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What the guidelines say
about oversight:

USSG: Companies should
monitor and audit their
compliance programs

and maintain reporting
mechanisms. They should
respond quickly to allegations
and modify their programs as
needed.

OECD: Individuals at all levels
of the company should be
responsible for monitoring.
Companies should discipline
employees for violations

of the policy. Companies
should regularly review their
compliance programs and
make necessary revisions.

UK’s 6 Principles:
Companies must monitor
and review their compliance
programs.
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Oversight

(Monitoring, Auditing, and Response]

After all the ethical messages have been put in place and
communicated to the appropriate audiences, the question
remains whether the workforce is actually complying. Two of
the seven compliance elements in the US Sentencing Guidelines
call for corporations to monitor, audit, and respond quickly to
allegations of misconduct. These three activities — monitoring,
auditing and responding — are key components enforcement
officials look for when determining whether companies
maintain adequate oversight of their compliance programs.

Many companies, however, fall short on this element, often
because of confusion about the differences between monitoring
and auditing. Monitoring is a commitment to reviewing and detecting
compliance problems in real time, then acting quickly to remediate
them. The primary goal is to identify and address gaps in your
program on a regular basis. An audit is a more limited review that
targets a specific business component, region or market sector
during a particular timeframe to uncover or evaluate certain risks.
Some companies assume that because they conduct audits or
have a dedicated auditing team, they are effectively monitoring.
This is usually not the case. A robust compliance program

should include separate monitoring and auditing functions.

While unique in protocol, however, these two program components
are often viewed as compliance “cousins” because they often work in
tandem. If, for example, you notice a trend of suspicious payments in
recent monitoring reports from Indonesia, you may decide it's time to
conduct an audit of those operations to target and further investigate
the issue.



Recommendations

Establish a regular monitoring
system to spot problems

and address them. Effective
monitoring means applying

a consistent set of protocols,
checks and controls tailored to
your company’s risks to detect
and remediate compliance
problems on an on-going basis.
For example, your compliance
team should be checking in
regularly with local finance
departments in your foreign
offices to ask whether they've
noticed recent accounting
irregularities. Also, as part of
their corporate compliance
accountability, regional business
directors should be required

to keep tabs on potentially
improper activity in the countries
they manage. And your global
compliance committee or
enterprise risk group should talk
as often as feasible (perhaps
every month) to discuss and
address issues as they arise.
Ongoing efforts like these will
show the government that you
are serious about compliance.

Require country managers to
complete regular compliance
reports. One of the nine factors
that US prosecutors consider
when deciding whether to file an
enforcement action is whether
a company is applying its

compliance program in good faith.

The program may look good on
paper but the government wants
to know, is it really working?
One of the most effective ways
of answering that question is
being able to show prosecutors
regular, periodic monitoring and
auditing reports prepared by
senior executives and managers
across your operations.

Pay attention to what employees
say during training. Training is

a form of monitoring because

it can alert you to potential
problems based on the types

of questions employees ask

and their reception to certain
concepts. For example, during
training employees sometimes
ask specific questions about their
interactions with government
officials or gift-giving practices
that can raise red flags, which
should be addressed quickly.

Establish protocols for internal
investigations and disciplinary
action. Responding swiftly

and effectively to compliance
issues will sometimes require
your company to conduct an
internal investigation. Before
an internal investigation,
however, each company should
have procedures in place to
make sure every investigation

Here are some recommendations
to help your company fulfill the
oversight element of effective
compliance:

is thorough and authentic.
Those procedures should
include document preservation
protocols, data privacy policies,
and communication systems
designed to manage information
and get it to the appropriate
people quickly. Best practice
compliance guidelines also
encourage companies to
establish disciplinary policies
that clearly state how they
regulate and discipline employees
engaged in misconduct.

Remediate problems quickly. A
key concept behind the oversight
element of effective corporate
compliance is the idea that if
companies are policing themselves
for compliance-related issues,
the government won't have to do
it for them. That is why remediation
is such an important component
of oversight. If it's clear, for
instance, that your sales people
in Thailand are doing something
potentially improper partly
because they never received
adequate compliance training,
remediate the deficiency by
scheduling that training
immediately. Inthe end, it's not
enough to just gather information
and identify compliance problems.
To fulfill this essential element of
compliance, you have to fix them.
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Top 20 FCPA Settlements*

Siemens  [Electronics | $800 million
KBR/Halliburton Engineering/Energy $579 million

1
2
MBAE  [Aerospace [$400million

ANENSpA ey 5365 muon [0
5 $338 million | 2010
6 $219 million

7 $185 million | 2010
8 $137 million 2010
;

[\ Panalpina $82 million | 2010
1 $70 million | 2011
12 $58 million

13 $56 million _|2010
14 $54 million | 2012
15 $44 million | 2007
1 $32 million | 2008
17 $30 million | 2007
18 $29 miltion

19 528 milion 2011
20 $26 million 2007

Where the Bribes Are

Passed in 1977, the FCPA has led to more than 200 cases covering illegal activity in 80
countries. Companies in certain industries are more prone to prosecution than others.
Here is a list of the total FCPA fines by industry since 1977.

Energy $2.03 billion

Consulting $846.76 million
Defense & Aerospace $443.29 million
Manufacturing $225.80 million

Telecommunications $218.14 million

Infrastructure $144.34 million
Health & Pharmaceuticals $84.62 million
Agriculture $50.83 million

Source: James Mintz Group
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Ilestones

New York Central & Hudson River Railroad v. U.S., 212 U.S. 481

Significance: In this case, NY Central Railroad and one of its managers were convicted of bribery
for giving lower shipping rates to certain sugar companies in violation of the Elkins Act. NY
Central Railroad argued that Congress had no authority to hold the company responsible for a
crime committed by one of its employees. In affirming the conviction, the US Supreme Court
ruled for the first time that a company can be held criminally liable for the acts of its employees
who commit crimes to benefit the company.

Amendments to U.S. Sentencing Guidelines

Significance: For the first time, the US government provided a framework for how companies
should deter and prevent crimes such as corporate fraud, bribery and collusion. Now often
referred to as the “seven elements of effective compliance,” the underlying theory was that if
companies received sentencing breaks for having bona fide compliance programs, they would be
motivated to police themselves internally. Largely as a result of these guidelines, today’s public
companies and the majority of private ones maintain corporate compliance programs.

DOJ Principles of Federal Prosecution of Business Organizations

Significance: In this memo written by then-Deputy Attorney General Eric Holder Jr., the

DOJ established nine factors federal prosecutors must consider when deciding whether to
charge a corporation with criminal misconduct. Those factors include a company’s “timely and
voluntary disclosure of wrongdoing” and its “willingness to cooperate in the investigations of its
agents.” The principles, which have been amended many times in recent years, have had a major
impact on the fate of corporations being investigated for corruption. A subsequent memo written
by then-Deputy Attorney General Paul McNulty in 2006 required prosecutors to give companies
credit for having a pre-existing compliance program when deciding whether to charge them.
This provision of the McNulty Memo gave companies greater incentive to become more proactive
in establishing corporate compliance programs before they came under investigation.

Sarbanes-Oxley Act

Significance: Enacted following accounting scandals at corporations such as Enron, WorldCom
and Tyco, this act, often referred to as “SOX,” established new financial requirements for US
public companies, such as requiring that all financial statements include an internal controls
report certifying their accuracy. It also created new accountability for chief executives, corporate
boards and auditors, who can be held personally liable for noncompliance. A CEO or CFO who
submits an inaccurate certification, for example, is subject to a fine up to $1 million and up

to 10 years in prison. SOX also encourages the disclosure of corporate fraud by protecting
whistleblower employees who report illegal activities.

FCPA Enforcement Surge

Significance: Since 2005, the DOJ and SEC have brought more than 200 FCPA enforcement
actions against corporations and their officers and employees — a huge number considering
that these agencies had filed less than 60 actions in the previous 27 years since the FCPA

was enacted. In the past decade, the US government has made FCPA enforcement a much
greater priority by hiring more prosecutors, training specialized anti-corruption units, targeting
corporate officers along with companies, encouraging corporations to self-disclose violations
and investigating more small and mid-sized companies. That surge in enforcement has led to

a corresponding surge in corporate compliance. For example, during the uptick in enforcement,
the DOJ and SEC have used calculated messages in settlement papers and public appearances
to provide guidance on how companies can enhance their anti-corruption compliance programs
to mitigate penalties and avoid prosecution. This, in turn, has motivated companies to strengthen
their compliance policies and procedures, hire experienced compliance officers, broaden FCPA
training efforts, and develop more robust internal controls.

UK Bribery Act

Significance: Since the FCPA was enacted in 1977, it has been the most far-reaching,
aggressively enforced anti-corruption statute in the world. By passing the Bribery Act, the

UK joined the US in providing its regulators with broad powers to prosecute foreign bribery —
putting multinational companies at even greater risk of criminal and civil liability. In some ways
the Bribery Act is even stricter than the FCPA because it makes it illegal for companies and its
agents to bribe anyone, not just foreign officials. It also makes no concessions for facilitation
payments — small fees paid to government employees to expedite or secure performance

of routine governmental actions. The only defense to the Bribery Act’s corporate offense for
“failure to prevent bribery” by an associated person is the company’s ability to prove it had
“adequate procedures” in place to prevent bribery at the time of the alleged impropriety.
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